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Developments in defense and aerospace contracting law and policy 
are often driven by national security priorities, disruptive new 
technologies and competition with rival powers. This year, significant 
changes and disruptions are also being driven by the new 
presidential administration, with checks and balances from the 
courts, as well as acts of Congress including the annual National 
Defense Authorization Act. 
 
During the first month of his second term in office, President Donald 
Trump ushered in a new era for the federal government by taking 
dramatic steps to reduce spending, decrease regulation and downsize 
the federal workforce. The enormous implications for federal 
contracting and grants can already be seen and felt, and related legal 
and policy developments will continue to evolve.  
 
Here are 10 issues to watch in aerospace and defense contracting 
law this year. 
 
1. Regulatory and Workforce Reductions 
 
The new administration, with its newly created Department of 
Government Efficiency, or DOGE,[1] has vowed to undertake drastic 
reductions in government regulations, federal spending, and the 
federal workforce that manages those regulations and spending. 
 
An early executive order prioritized deregulation and a newer one 
ordered regulations to be rescinded.[2] Deregulation will lead to 
changes to the Federal Acquisition Regulation and other regulations 
affecting federal contractors. 
 
Many FAR and Defense Federal Acquisition Regulation Supplement, or 
DFARS, rules, as well as many pending regulations currently frozen 
by executive order, implement various statutory provisions that are already on the books. 
 
But the FAR, agency supplements and related regulations are sure to undergo deregulatory 
amendments throughout the next few years, as the Trump administration implements its 
plans for drastic regulatory reduction.[3] 
 
The new administration has also vowed to significantly reduce the size of the federal 
workforce,[4] and has ordered further large-scale downsizing after its buyout offers were 
accepted by tens of thousands of federal employees.[5] 
 
But when it comes to administration of contracts and grants, a significant portion of the 
experienced contracting and grant-making workforce is already close to retirement. 
 
Continuous recruitment and retention measures will remain critical for acquisition 
professionals like contracting officers, contract and grant specialists, and supporting 
personnel, to ensure adherence to lawful procedures and maintain fairness, accountability 
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and efficiency in the administration of federal contracts and grants. 
 
The administration should take steps to preserve and improve the capabilities of the 
acquisition workforce.    
 
2. Spending Reviews, Stop-Work Orders and Terminations 
 
The new administration quickly prioritized cuts in federal spending. Active litigation is 
ongoing over the freeze on financial assistance spending put in place by the U.S. Office of 
Management and Budget in January.[6] 
 
On Feb. 18, a new executive order tasked agencies to make public the details of all canceled 
grants and contracts.[7] 
 
In the meantime, for contractors and grantees, the spending, payment and program 
reviews by the administration and DOGE have already resulted in widespread stop-work 
orders and contract terminations.[8] 
 
Waves of such orders have been issued at certain agencies, and similar agency actions will 
increasingly affect contractors and grantees across the government. Small businesses may 
be disproportionately affected.     
 
On Feb. 19, it was reported that the Defense Secretary has ordered the U.S. Department of 
Defense to develop plans for major budget cuts,[9] and the Pentagon announced it would 
find $50 billion in cuts this year to reprogram to new administration priorities.[10] 
 
While this article primarily concerns contract law, it is clear that both grants and contracts 
will be subject to increased spending scrutiny, program reviews and budget cuts.[11] 
 
In response to inquiries concerning the first OMB grant directive, the U.S. Army stated that 
it was conducting a review of contract solicitations and awards. And the U.S. General 
Services Administration announced a more formal "acquisition pause," via a Jan. 24 memo 
for the GSA acquisition workforce.[12] 
 
Similar reviews of contracts and grants could occur at any agency, and are expected at the 
DOD and NASA. It has been reported that DOGE representatives have met with DOD 
officials at the Pentagon, and that the DOD is preparing for layoffs and contract 
reviews.[13] 
 
Contractors may expect acquisition-focused reviews across the government, as well as 
spending reductions, new budget constraints, increased auditing, stop-work orders, change 
orders, unexercised options and terminations for convenience. 
 
Careful recordkeeping of related costs imposed on contractors and grantees can help 
contractors or grantees preserve options for any potential claims. 
 
3. Civil Rights Laws and Affirmative Action 
 
On Jan. 21, his second day in office, Trump signed an executive order that revoked former 
President Lyndon Johnson's Executive Order No. 11246, a foundational authority for 
affirmative action requirements since it was issued in 1965.[14] 
 
The implications of revocation are vast for contract and grant recipients — with the potential 



for policy, compliance, regulatory and enforcement changes that are beyond the scope of 
this article. Trump's executive order is subject to ongoing litigation in federal court, with an 
injunction issued by a Maryland federal judge on Feb. 21. 
 
The clauses and regulations related to LBJ's revoked order are among the most long-
standing and widespread in the federal contracting supply chain. 
 
One consequence of Trump's order has been to end enforcement by the Office of Federal 
Contract Compliance Programs.[15] Following the order, the Acting Secretary of Labor Vince 
Micone halted all open or pending OFCCP compliance audits and enforcement proceedings.  
 
Trump's order states that its purpose is to enforce long-standing federal civil rights laws 
that protect individuals from discrimination based on race, color, religion, sex or national 
origin. 
 
It does not address separate statutory affirmative action obligations for individuals with 
disabilities and protected veterans. 
 
This executive order sought to eliminate diversity programs in the government and private 
sector. It would require new recipients of grants and contracts to certify that they do not 
operate any programs promoting diversity that violate existing federal anti-discrimination 
laws. 
 
The order leaves open many unanswered questions, including with respect to the new 
certification requirement and programs that companies might voluntarily undertake, and the 
effect of the recent injunction. 
 
Contractors and grantees will need to monitor guidance from the executive branch, the 
courts, and further developments in enforcement, regulations and clauses in the coming 
months.[16] 
 
4. Commercial Products and Services, and Other Transactions 
 
Among the acquisition reform provisions in the 2025 NDAA, signed into law on Jan. 2, are 
further measures to endorse and promote the government's use of commercial products and 
services, including the determination of commerciality. 
 
Given the new administration's position on regulatory reduction, it should be expected to 
embrace the preference for commercial products and services, which are subject to fewer 
regulations. 
 
The 2025 NDAA also contained several sections concerning other transaction authority, 
intended to continue to support and expand other transaction, or OT, use by the DOD for 
prototypes and follow-on production contracts. 
 
Such transactions have minimal regulatory requirements as compared to FAR-based 
contracts. It can also be expected that use of OTs will only continue to increase, especially 
with cutting-edge technologies in areas like space exploration and artificial intelligence. 
 
5. Artificial Intelligence 
 
The 2025 NDAA includes numerous provisions addressing cutting-edge AI issues, providing 
the DOD with further authority to develop AI and autonomous systems, manage 



procurement and associated risks, and adopt safety guidelines and best practices. 
 
On Jan. 21, Trump announced a private sector investment project for AI infrastructure 
called Stargate, signaling the importance of new technology to the new administration.[17] 
 
But within a week, the AI field was disrupted by the release of a low-cost competitive AI 
model by the Chinese company DeepSeek AI.[18] 
 
The new administration issued an executive order on AI on Jan. 23 stating that it is the 
policy of the U.S. to sustain and enhance America's global AI dominance, and requiring 
several agencies to develop an action plan to achieve this goal.[19] 
 
The DOD's technological advantage over strategic competitors continues to hinge on 
sustaining U.S. leadership in AI and related technologies. But securing U.S. leadership in AI 
and mitigating its risks depends in turn on cybersecurity, another major concern for the 
DOD. 
 
6. Cybersecurity Rules 
 
The Cybersecurity Maturity Model Certification program, proposed during the first Trump 
administration and modified during the Biden administration, was designed to enforce the 
protection of sensitive unclassified information that is shared by the DOD with its 
contractors and subcontractors. 
 
But the timeline for implementation is now dependent on the finalization of the related, 
proposed DFARS acquisition rule, for which the comment period closed in October last year. 
That related rule was expected to be finalized in 2025, and would define the timelines for 
implementation with the introduction of comprehensive new DFARS clauses. 
 
Given the new administration's focus on regulatory reduction, it is uncertain when — or if — 
the DFARS rule will become final, but the new administration's appreciation for 
cybersecurity threats, and its origination of this rule during Trump's first term, may keep 
the rule alive in modified form. 
 
The key official in establishing the CMMC program has recently rejoined the DOD.[20] 
Several other proposed cybersecurity rules likewise require consideration by the new 
administration, which must balance its mandate for deregulation with the government's 
ongoing need for improved cybersecurity. 
 
7. Conflict of Interest 
 
On Jan. 15, the FAR Council of the DOD, the GSA and NASA issued a proposed rule that 
would amend the FAR to implement the Preventing Organizational Conflicts of Interest in 
Federal Acquisition Act, passed in 2022. 
 
The statute requires the FAR Council to establish definitions, guidance and examples related 
to organizational conflicts of interest, including the creation of solicitation provisions and 
contract clauses to avoid or mitigate OCIs. The statute also requires the FAR to permit 
contracting officers to consider professional standards and procedures to address OCIs to 
which an offeror or contractor may be subject. 
 
The new administration will have control over the contours of the final rule. In the 
meantime, OCIs and other types of conflicts remain subject to scrutiny through existing 



laws, regulations, bid protests and contract administration procedures. Conflict of interest 
was also the subject of recent NDAAs, and the 2025 NDAA includes a provision on waiver 
authority for organizational and consultant conflicts. 
 
The issue will continue to arise in connection with the role of DOGE.[21]    
 
8. Accountability Through Bid Protests 
 
Throughout changes, between administrations, the U.S. Government Accountability 
Office and the U.S. Court of Federal Claims fill the important role of providing checks and 
balances on the executive branch. This role becomes more important in times of spending 
and workforce reductions that affect acquisition.  
 
Section 885 of the 2025 NDAA requires the GAO and the DOD to develop enhanced pleading 
standards for protests of DOD contracts, and to establish cost metrics to help Congress 
establish a pilot program for determining the effectiveness of requiring contractors to 
reimburse the DOD for costs incurred in processing DOD protests. 
 
Should this loser-pays pilot program become law, it may discourage some GAO protests. It 
may also lead to more protests at the COFC, where the number of protests has already 
been rising. 
 
In the meantime, the effectiveness rate of protests at the GAO continues to hover at about 
50%, meaning protesters with meritorious cases have a good chance of corrective action, 
and that at least half of GAO protests may be viewed as meritorious by either the agency or 
the GAO. 
 
In an environment of shrinking budgets, bid protests at the GAO and the COFC will remain 
integral to maintaining accountability and transparency in the procurement system. 
Congressional reforms should be careful not to undermine this important role.  
 
9. False Claims Act Enforcement 
 
The Trump administration and recently confirmed Attorney General Pam Bondi can be 
expected to continue rigorous enforcement against fraud through the False Claims Act. 
Bondi testified at her confirmation hearing that she will defend the constitutionality of the 
FCA's qui tam provisions and support enforcement efforts utilizing the FCA. 
 
The DOJ has since telegraphed aggressive enforcement of the FCA, including in connection 
with potential trade and tariff issues.[22] Enforcement arising from government contracts 
may relate not only to tariffs and customs duties, but also to Made in America and Buy 
American laws having to do with domestic and allied sourcing, which were a priority under 
the first Trump administration. 
 
During the first Trump administration, the DOJ implemented policies that limited litigation 
based on alleged violations of subregulatory guidance, but the administration continued FCA 
enforcement efforts, and there were more than $11 billion in FCA settlements and 
judgments. 
 
Even if DOJ litigation is limited by certain policies, the number of qui tam cases will remain 
high. Last year saw the highest number of new qui tam actions ever.[23] 
 
10. The Commercial Space Industry 



 
While there are countless new technologies that the Trump administration may support and 
facilitate, it is clear that among its priorities will be U.S. leadership in space. 
  
In his first term, Trump initiated the U.S. Space Force and embraced NASA's long-running 
space exploration programs, which became the Artemis program, and in 2017 announced 
via policy directive that the U.S. would lead the return of humans to the Moon, to be 
followed by human missions to Mars. 
 
The next Artemis mission, which will fly humans around the Moon and back, is currently 
scheduled for April 2026.[24] The Artemis program is not only a vehicle to return humans to 
the Moon, but to maintain American leadership in science and technology. But like all 
government programs, Artemis may be reviewed by the new administration, as well as by 
Congress, so its future is somewhat uncertain.    
 
Conclusion 
 
Throughout the past eight years, both the Biden and Trump administrations promoted U.S. 
leadership in global technology amid fast-paced scientific developments and pacing 
challenges from competitor nations. The opportunities for scientific achievements, and 
related challenges to our nation's technology leadership, and to government contractors and 
grantees, have never been greater. 
 
The role of contractors and grantees remains essential, and the U.S. government can only 
reach its mission goals with the help of contracting, grants and U.S. industry, expertise, 
technology and innovation. 
 
Update: This article has been updated to reflect an injunction issued against two Trump 
orders relating to DEI. 
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