
P
R

A
T

T
’S

P
R

IV
A

C
Y

 &
 C

Y
B

E
R

S
E

C
U

R
IT

Y
 L

A
W

R
E

P
O

R
T

 
2

4
-7

 
S

E
P

T
E

M
B

E
R

 
2

0
2

4
 

V
O

L
. 10

 •
N

O
. 7

P R A T T ’ S

PRIVACY & 
CYBERSECURITY

LAW
REPORT

SEPTEMBER 2024
VOL. 10 NO. 7

AN A.S. PRATT PUBLICATION

EDITOR’S NOTE: IT’S CONFIDENTIAL 
Victoria Prussen Spears

HHS’S CARES ACT FINAL RULE BETTER ALIGNS 
PART 2 SUBSTANCE USE DISORDER PATIENT 
RECORDS CONFIDENTIALITY REGULATIONS  
WITH HIPAA 
Jennifer Geetter, Daniel Gottlieb,  
Li Wang, Edward Zacharias and  
Kyle Hafkey 

PRESIDENT BIDEN FORCES DIVESTMENT OF 
CHINESE-OWNED MINEONE CRYPTOCURRENCY 
MINING FACILITY NEAR FRANCIS E. WARREN  
AIR FORCE BASE 
Nazak Nikakhtar, Nova J. Daly,  
Daniel P. Brooks and  
Paul J. Coyle 

U.S. COMMERCE DEPARTMENT ISSUES 
FINAL DETERMINATION OF RUSSIA-BACKED 
CYBERSECURITY, ANTIVIRUS SOFTWARE 
Andrew K. McAllister, Robert A. Friedman, 
Noah Curtin and Ronnie Rosen Zvi 

OFFICE OF NATIONAL CYBER DIRECTOR 
RELEASES 2024 REPORT ON U.S.  
CYBERSECURITY POSTURE 
Trisha Sircar 

MINNESOTA BECOMES THE NEXT STATE 
TO ENACT A COMPREHENSIVE DATA  
PROTECTION LAW 
Trisha Sircar 

PENNSYLVANIA AMENDS DATA BREACH 
REPORTING LAW; REQUIRES CREDIT 
MONITORING FOR VICTIMS 
Steven G. Stransky, Thomas F. Zych,  
Marla M. Izbicky and Thora Knight 

Date: 08/07/2024 • Page Count: 40 • PPI: 340 • Spine width: 0.118 in. • Trim size: 6.5 X 9.625 in.



Pratt’s Privacy & Cybersecurity
Law Report
VOLUME  10 NUMBER  7

215

212

195Editor’s Note: It’s Confidential 
Victoria Prussen Spears

HHS’s CARES Act Final Rule Better Aligns Part 2 Substance Use 
Disorder Patient Records Confidentiality Regulations  
With HIPAA
Jennifer Geetter, Daniel Gottlieb, Li Wang, Edward Zacharias and  
Kyle Hafkey 

President Biden Forces Divestment of Chinese-Owned MineOne 
Cryptocurrency Mining Facility Near Francis E. Warren  
Air Force Base
Nazak Nikakhtar, Nova J. Daly, Daniel P. Brooks and Paul J. Coyle 

U.S. Commerce Department Issues Final Determination of 
Russia-Backed Cybersecurity, Antivirus Software
Andrew K. McAllister, Robert A. Friedman, Noah Curtin and  
Ronnie Rosen Zvi 

Office of National Cyber Director Releases 2024 Report on 
U.S. Cybersecurity Posture
Trisha Sircar 

Minnesota Becomes the Next State to Enact a Comprehensive 
Data Protection Law
Trisha Sircar 

Pennsylvania Amends Data Breach Reporting Law;  
Requires Credit Monitoring for Victims
Steven G. Stransky, Thomas F. Zych, Marla M. Izbicky and 
Thora Knight 

September 2024

197 

226

221

224



QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint permission, please contact:
Deneil C. Targowski at ....................................................................................................... (908) 673-3380
Email: .............................................................................................. Deneil.C.Targowski@lexisnexis.com
For assistance with replacement pages, shipments, billing or other customer service matters, please call:

Customer Services Department at .............................................................................. (800) 833-9844
Outside the United States and Canada, please call .................................................. (518) 487-3385
Fax Number ....................................................................................................................... (800) 828-8341
LexisNexis® Support Center .............................................. https://supportcenter.lexisnexis.com/app/home
For information on other Matthew Bender publications, please call

Your account manager or ...............................................................................................   (800) 223-1940
Outside the United States and Canada, please call .........................................................   (518) 487-3385

ISBN: 978-1-6328-3362-4 (print) 
ISBN: 978-1-6328-3363-1 (eBook)

ISSN: 2380-4785 (Print) 
ISSN: 2380-4823 (Online)

Cite this publication as: 
[author name], [article title], [vol. no.] PRATT’S PRIVACY &CYBERSECURITY LAW REPORT [page number]
(LexisNexis A.S. Pratt); 
Laura Clark Fey and Jeff Johnson, Shielding Personal Information in eDiscovery, [7] PRATT’S PRIVACY & 
CYBERSECURITY LAW REPORT [179] (LexisNexis A.S. Pratt)

No copyright is claimed by LexisNexis, Matthew Bender & Company, Inc., or Reed Elsevier Properties SA, in the text 
of statutes, regulations, and excerpts from court opinions quoted within this work. Permission to copy material may be 
licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923, telephone (978) 
750-8400.

An A.S. Pratt Publication 
Editorial

Editorial Offices 
630 Central Ave., New Providence, NJ 07974 (908) 464-6800 
201 Mission St., San Francisco, CA 94105-1831 (415) 908-3200 
www.lexisnexis.com

(2024–Pub. 4939)

This publication is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or 
other professional services. If legal advice or other expert assistance is required, the services of a competent professional 
should be sought.
LexisNexis and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under 
license.A.S. Pratt is a trademark of Reed Elsevier Properties SA, used under license.

Copyright © 2024 Reed Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. All Rights 
Reserved.



Editor-in-Chief, Editor & Board of Editors

EDITOR-IN-CHIEF
Steven A. Meyerowitz

President, Meyerowitz Communications Inc.

EDITOR
Victoria Prussen Spears

Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

Emilio W. Cividanes

Partner, Venable LLP
Christopher G. Cwalina

Partner, Holland & Knight LLP
Richard D. Harris

Partner, Day Pitney LLP
Jay D. Kenisberg

Senior Counsel, Rivkin Radler LLP
David C. Lashway

Partner, Sidley Austin LLP
Craig A. Newman

Partner, Patterson Belknap Webb & Tyler LLP
Alan Charles Raul 

Partner, Sidley Austin LLP
Randi Singer

Partner, Weil, Gotshal & Manges LLP
John P. Tomaszewski

Senior Counsel, Seyfarth Shaw LLP
Todd G. Vare

Partner, Barnes & Thornburg LLP
Thomas F. Zych

Partner, Thompson Hine

iii



Pratt’s Privacy & Cybersecurity Law Report is published nine times a year by Matthew Bender & Company, Inc. 
Periodicals Postage Paid at Washington, D.C., and at additional mailing offices. Copyright 2024 Reed 
Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. No part of this journal 
may be reproduced in any form—by microfilm, xerography, or otherwise—or incorporated into any 
information retrieval system without the written permission of the copyright owner. For customer 
support, please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail 
Customer.Support@lexisnexis.com. Direct any editorial inquires and send any material for publication 
to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 26910 Grand Central 
Parkway Suite 18R, Floral Park, New York 11005, smeyerowitz@meyerowitzcommunications.com, 
631.291.5541. Material for publication is welcomed—articles, decisions, or other items of interest to 
lawyers and law firms, in-house counsel, government lawyers, senior business executives, and anyone 
interested in privacy and cybersecurity related issues and legal developments. This publication is 
designed to be accurate and authoritative, but neither the publisher nor the authors are rendering 
legal, accounting, or other professional services in this publication. If legal or other expert advice is 
desired, retain the services of an appropriate professional. The articles and columns reflect only the 
present considerations and views of the authors and do not necessarily reflect those of the firms or 
organizations with which they are affiliated, any of the former or present clients of the authors or their 
firms or organizations, or the editors or publisher.

POSTMASTER: Send address changes to Pratt’s Privacy & Cybersecurity Law Report, LexisNexis Matthew Bender, 630 
Central Ave., New Providence, NJ 07974.

iv



226

In this article, the authors discuss a new Pennsylvania law amending the state’s 
personal data breach notification statute.

Pennsylvania Governor Josh Shapiro has signed into law Senate Bill (SB) 824, which 
amended the state’s personal data breach notification statute, commonly known as the 
Breach of Personal Information Notification Act (PA Notification Act). 

In particular, SB 824 amends the term “personal information,” requires organizations 
to notify government authorities of certain types of data breaches and mandates 
that organizations (under certain conditions) provide credit monitoring services to 
individuals whose personal information was compromised during a data breach. 

The law goes into effect on September 26, 2024. 

Organizations impacted by the law should update their data breach response plans 
to account for new notification requirements and assess whether their cyber insurance 
policies cover new credit monitoring services obligations.

BACKGROUND: STATE AND PRIVATE SECTOR BREACH REPORTING 
OBLIGATIONS

Like most data breach notification laws, the PA Notification Act requires organizations 
that maintain “computerized data that includes personal information” to provide 
notice of a data breach wherein an individual’s “unencrypted and unredacted personal 
information was or is reasonably believed to have been accessed and acquired by an 
unauthorized person.” This notice must “be made without unreasonable delay.”

The law also provides that if a Pennsylvania state agency determines that it is the 
subject of a data breach affecting personal information “maintained by the State agency 
or State agency contractor,” then it must provide notice of the breach to affected persons 
within 7 business days following determination of the breach. The Pennsylvania state 
agency must also concurrently provide notification of the breach to the Pennsylvania 
Office of Attorney General.

By Steven G. Stransky, Thomas F. Zych, Marla M. Izbicky and  
Thora Knight*

Pennsylvania Amends Data Breach 
Reporting Law; Requires Credit  
Monitoring for Victims

* The authors, attorneys with Thompson Hine LLP, may be contacted at steve.stransky@thompsonhine.com, 
tom.zych@thompsonhine.com, marla.izbicky@thompsonhine.com and thora.knight@thompsonhine.com, 
respectively.
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The PA Notification Act further provides that a “vendor that maintains, stores or 
manages computerized data on behalf of another entity shall provide notice of any 
breach of the security of the system following discovery by the vendor to the entity on 
whose behalf the vendor maintains, stores or manages the data.” In turn, it is the private 
sector entity or state agency that maintains the personal information that is “responsible 
for making the determinations and discharging [its] remaining duties” with respect to 
facilitating its data breach notification obligations under the law.

SB 824 NARROWS A KEY TERM

An important aspect of the PA Notification Act is that private sector entities and 
state agencies are only required to notify individuals of a data breach when certain types 
of personal information have been compromised. SB 824 narrows the definition of 
what constitutes personal information. Previously, the term “personal information” was 
defined as an individual's name, in connection with any of the following identifiable 
(i.e., non-encrypted) data elements:

•	 Social Security number.

•	 Driver’s license number or a state identification card number issued in lieu 
of a driver’s license.

•	 Financial account number, credit or debit card number, in combination 
with any required security code, access code, or password that would 
permit access to an individual’s financial account.

•	 Medical information (but see changes below).

•	 Health insurance information.

•	 A username or e-mail address, in combination with a password or security 
question and answer that would permit access to an online account.

Importantly, SB 824 amends the definition of “personal information” to add a qualifier 
to “medical information” so the phrase is now “[m]edical information in the possession 
of a State agency or State agency contractor,” which is similar to the terminology used 
in other parts of the law where defining the reporting obligations for state agencies 
and their contractors (see above). SB 824 did not change the definition of “medical 
information,” which the PA Notification Act defines as “[a]ny individually identifiable 
information contained in the individual’s current or historical record of medical history 
or medical treatment or diagnosis created by a health care professional.”

According to the Fiscal Notes by the PA Senate Appropriations Committee (PA 
Senate Fiscal Notes), SB 824 amends the definition of “personal information” to 
specifically include “medical information in the possession of a state agency or state 
agency contractor.” However, with the specific changes mandated by SB 824, it appears 
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that now only a state agency or state agency contractor (and not a private sector entity) 
is required to notify individuals of a data breach impacting medical information. It 
is unclear whether the intent of SB 824 was to exclude private sector entities from 
having to inform individuals of a data breach that impacts medical information, and 
this ambiguity appears to be a consequence of the amendment.

CONSUMER REPORTING AGENCY AND REGULATORY NOTIFICATIONS

As previously written, the PA Notification Act only required private sector entities to 
provide notice of a data breach affected individuals, and in some instances, to consumer 
reporting agencies. SB 824 now requires organizations impacted by a data breach to 
furnish notice to the PA Attorney General.

First, with respect to consumer reporting agencies, the PA Notification Act previously 
required organizations to furnish (without reasonable delay) notice of a data breach to 
consumer reporting agencies when more than 1,000 individuals were affected by the 
breach at one time. SB 824 changed this notification threshold from 1,000 individuals 
to 500 individuals affected by a data breach at one time. This notice to consumer 
reporting agencies must address the timing, distribution and number of data breach 
notices delivered to affected individuals.

Next, SB 824 mandates that when a private sector organization provides notice 
of a data breach to more than 500 affected Pennsylvania residents, then it must also 
“concurrently” furnish notice of the same to the Office of Attorney General. This notice 
to the PA Attorney General must include the following information, to the extent 
known by the notifying organization:

•	 The organization’s name and location.

•	 The date of the breach.

•	 A summary of the breach incident.

•	 An estimated total number of individuals affected by the breach.

•	 An estimated total number of individuals in Pennsylvania affected by the 
breach.

This regulatory reporting requirement, however, does not apply to an entity subject 
to Pennsylvania law regulating data security requirements for certain types of insurance-
related companies. Organizations should update their data breach response plans to 
justify these new consumer agency and regulatory reporting requirements.

CREDIT REPORTING AND MONITORING SERVICES

For organizations that are required to provide notice of a data breach to consumer 
reporting agencies under the law (see above), and the notice concerns a confidentiality 
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breach of a person’s Social Security number, bank account number, driver’s license 
number, or state identification number, they are now required to incur additional 
obligations. 

More specifically, SB 824 provides that these entities must “assume all costs and fees” 
with respect to providing the affected individuals with the following:

• Access to one independent credit report from a consumer reporting agency
if the individual is not eligible to obtain an independent credit report from
a consumer reporting agency for free under 15 U.S.C. § 1681.

• Access to credit monitoring services for 12 months following notification.
An entity may satisfy this requirement by providing notice to the individual 
of the availability of monitoring services for 12 months at no cost to the
individual.

According to the PA Senate Fiscal Notes, the “[r]etail prices for credit monitoring 
services can range between $8.99 per month to $39.95 per month” and “[a]ssuming 
a breach of 500 individuals, the incurred costs for monitoring services range from 
$54,000 to $240,000 annually.” According to PA Senate Fiscal Notes, this cost would 
be paid by the organization that was responsible for the data breach and “would likely be 
accommodated within existing budgeted amounts.” It will be important for organizations 
to ensure their cyber insurance coverage addresses credit monitoring services.


