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A quick scan of the topics in this quarter’s issue of our 

long-running Business Law Update newsletter 

provides a useful snapshot of the current state of the 

world of business, and beyond:  

 International trade and investment realignment 

 Corporate responses to climate change 

 Cybersecurity 

 Changing moral values (legalization of marijuana) 

 Looming recession risks 

All that seems to be missing is the FIFA men’s football/soccer World 

Cup! 

This is the first column in quite a while in which I have not been tempted 

to take as a theme a certain pandemic disease that seems to have 

monopolized the conversation since making its appearance in late 

2019/early 2020. We also may come back later to cryptocurrencies, 

which recently hit a bump in their road to global financial dominance, 

perhaps permanently. 

The idea of permanence calls out from the topics in this edition of the 

newsletter in at least two respects. Laws and regulation always ebb and 

flow in response to changes in personal behavior, the business cycle, 

geopolitics, criminal ingenuity, and other factors. 

One topic this time reflects potentially a more permanent change, which 

increasingly businesses are being called upon to help address: climate 

change. While still controversial in some quarters, a global consensus on 

the need for action is growing. Witness the reports and outcomes from 
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For more details on any of the topics covered in this 
Business Law Update, please contact the authors via 
the links at the end of each article or David R. Valz, 
editor-in-chief. For information on our Corporate 
Transactions & Securities practice, please contact 
Frank D. Chaiken, practice group leader. 
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the COP27 global climate change summit in the Egyptian 

resort town of Sharm el-Sheikh. As this issue becomes more 

mainstream and, some would say, acute, companies 

increasingly will be called upon to align their business 

practices and models. Many will find ways to turn necessity 

into business opportunity. 

This has been a regular topic in the Business Law Update. For 

example, in the fall 2021 issue we reported on our firm’s  

ESG Collaborative. We are continuing that effort. We are 

again this fall surveying our clients and contacts about their 

efforts to boost environmental, social and good governance 

issues in their businesses. We also are reviewing our firm’s 

own operations and policies to align them with ESG 

principles, not only because it is the right thing to do, but also 

because it is good for our bottom line.  

ESG compliance is similar in one important respect to other 

company compliance efforts. If you say you are going to do 

something, then you had better do it. And if you are a public 

company, beyond the court of public opinion, the securities 

regulators – and increasingly plaintiffs – are going to hold you 

to your word (see Tanya Nesbitt’s article on the growing 

phenomenon of “greenwashing”). 

As always I hope you will find this information interesting and 

impactful for your business. I’d love to hear from you with 

any comments or questions about this issue, and suggestions 

for topics you would like to see us cover in the future. 

Stay safe, 

- F r a n k 

*** 

Frank Chaiken leads the firm’s highly regarded Corporate 
Transactions & Securities practice and its more than 100 
professionals, representing clients of all sizes across virtually 
every industry. If you have questions or would like to share 
your thoughts, please contact Frank at 513.352.6550 or 
Frank.Chaiken@ThompsonHine.com. 

 
 
 
 
 
 

Securities Quarterly Update – Fall 2022 

Check out the latest edition of Securities Quarterly Update, our newsletter that provides updates and guidance on securities 

regulatory and compliance issues. This edition includes reminders for the 2023 proxy season, some considerations for the 

next quarterly report on Form 10-Q, ESG preparedness suggestions, and other SEC-related updates. 
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mailto:Frank.Chaiken@ThompsonHine.com
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Cybersecurity 

See No Evil, Speak No Evil, Then Pay the Piper: Be Ready for the Worst-Case Results in Cybersecurity 
By Robert Ansehl 

Introduction 

Getting an advanced handle on cybersecurity and the 

attendant fallout from breaches is important, and failure to 

do so can be very costly on many levels. Not only do 

breaches regularly result in an onslaught of litigation, bad 

press and loss of customers and revenue, but companies 

often are exposed to fines and penalties by state, federal, 

and international regulators. Even though cybersecurity is 

frequently cited as one of the top-of-mind issues in C-suites, 

it’s easy enough to push the granular details of this issue 

aside, especially given the bombardment of other influential 

business factors and threats that require immediate, high-

level strategic attention. However, as if we needed a further 

reminder of the risks of non-compliance with the various 

levels of cyber requirements, the New York State 

Department of Financial Services (DFS) recently fined 

EyeMed Vision Care LLC (“EyeMed”) $4.5 million for violating 

the DFS’s Cybersecurity Regulation (23 NYCRR Part 500) 

(“Regulation”).1 The fine and the DFS’s report on 

investigation is worth noting, especially given the recently 

announced proposed New York requirements attributing 

responsibilities for compliance failures to a company’s board 

of directors under a proposed Second Amendment to the 

Regulation.  

Recent Enforcement Action 

EyeMed is a licensed accident and health insurer that 

regularly collects nonpublic personal information (NPI) about 

patients and others. EyeMed was subject to an invasive 

phishing attack during July 2020, in which a hacker (or 

hackers) gained access to one of EyeMed’s (many) shared 

email boxes. The hacked email box contained more than six 

years of accumulated consumer NPI, including NPI 

concerning minor individuals. Although EyeMed already was 

 
1 The parties’ settlement provides that EyeMed may not seek reimbursement for the fine under any insurance nor take that fine as a deduction 
for tax purposes. 
2 According to the DFS’s report, EyeMed was in the process of implementing multi-factor authentication at the time of the breach. 

subject to regulatory investigations by the Office of the New 

York Attorney General (and paid substantial fines arising 

from that investigation), the DFS initiated its own 

investigation into the same event that resulted in a separate 

consent order.  

Among other things, the consent order with the DFS stated 

that EyeMed failed to:  

 implement multi-factor authentication throughout its 
email system2 as required under 23 NYCRR § 500.12(b);  

 limit user access privileges by allowing multiple 
employees (nine, in fact) to share login credentials to 
the breach-affected email box, as required under 23 
NYCRR § 500.07;  

 implement sufficient data retention and disposal 
processes, resulting in potential exposures to the 
hacker(s) of more than six years of NPI and other data 
via access to the affected email box, as required under 
23 NYCRR § 500.13; and  

 conduct adequate cybersecurity risk assessments, 
including periodic risk assessments, as required under 
23 NYCRR § 500.02(b), 23 NYCRR § 500.03 and 23 NYCRR 
§ 500.09(a).  

In the view of the DFS, had these controls timely been in 

place, this cybersecurity breach would have been prevented 

or limited in scope. Conducting risk assessments as required 

likely would have identified the user access privilege and 

data disposal risks associated with the email box that was 

subjected to the phishing attack. Similarly, the DFS indicated 

that addressing employee cybersecurity training at EyeMed 

undoubtedly could have enabled earlier identification of 

EyeMed’s vulnerabilities.  

As part of the settlement with the DFS, and in addition to the 

$4.5 million fine, EyeMed agreed to immediately take 

significant remedial measures to better secure its data, 

https://www.dfs.ny.gov/system/files/documents/2022/10/ea20221018_eyemed.pdf
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including conducting a comprehensive cybersecurity risk 

assessment and developing a detailed action plan to address 

the risks identified in the assessment. Both the risk 

assessment’s results and the action plan are subject to the 

review and approval of the Department.  

The DFS’s press release stated that the $4.5 million penalty 

underscores its increasing focus on protecting consumers 

“while ensuring the safety and soundness of financial 

institutions from cyber threats,” and other regulators appear 

to be close behind.  

More Regulation on the Horizon 

On November 9, 2022, the DFS proposed the Second 

Amendment to the Regulation. The amendment would 

strengthen the DFS’s risk-based approach to ensure 

cybersecurity risk is integrated into business planning, 

decision-making, and ongoing risk management. The 

changes would include:   

 Creating two tiers of size-based covered entities, further 
tailoring the Regulation to a diverse set of businesses 
with different “defensive needs” and increasing the size 
threshold of smaller, exempt covered entities;     

 Significantly increasing governance, reporting and 
disclosure requirements in order to enhance 
accountability at the board, the covered entities’ Chief 
Information Security Officer (CISO) and C-suite levels;  

 Implementing additional controls to prevent initial 
unauthorized access to information systems and to 
prevent or mitigate the spread of a cyber event;  

 Requiring regular risk and vulnerability assessments, as 
well as more incident response, business continuity and 
disaster recovery planning; and 

 Requiring additional training and cybersecurity 
awareness programs.  

The Second Amendment would impose the ultimate 

responsibility and liability on the company’s “senior 

governing body” (aka, the board of directors), CISO (or 

approved equivalent) and the company’s “highest ranking 

executive.” These additional responsibilities are similar to 

the SEC’s proposals, which would impose enhanced 

 
3 Fortunately for EyeMed, the DFS did not rely upon the Second Amendment as guidance and impose even more economic sanctions on the 
company.  

oversight responsibilities for cybersecurity risks and 

generally require that a company’s board receive timely 

notices of significant cyber issues or events and annual 

reports about cyber risks and the company’s plans to 

address potential security breaches.  

You can review a summary of the SEC proposed regulations 

on our website: SEC Issues Proposed Rules on Mandatory 

Cybersecurity Disclosure.  

In addition, covered entities would be required to disclose to 

the DFS (and other regulators such as the SEC) whether 

members of the board of directors have sufficient expertise 

to oversee cybersecurity risks/threats or the company relies 

on outside cyber consultants. The DFS does not provide 

guidance as to how covered entities should evaluate the 

cyber expertise of board members, however, covered 

entities that fail to adequately comply would be subject to 

sanctions, including penalties and fines.3 

It is noteworthy that, under the proposed Second 

Amendment, covered entities would have 72 hours to notify 

the DFS about breaches and unauthorized access to 

accounts that may affect a “material” portion of the 

company’s data, information, and storage systems. (The 

term “materiality” also is not defined in the regulation but 

undoubtedly the DFS would impose additional fines for 

failure to provide timely notice.) In addition, the board also 

https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202210181
https://www.dfs.ny.gov/system/files/documents/2022/10/rp23a2_text_20221109_0.pdf
https://www.dfs.ny.gov/system/files/documents/2022/10/rp23a2_text_20221109_0.pdf
https://www.thompsonhine.com/insights/sec-issues-proposed-rules-on-mandatory-cybersecurity-disclosure/
https://www.thompsonhine.com/insights/sec-issues-proposed-rules-on-mandatory-cybersecurity-disclosure/
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would be charged with notifying the DFS within 24 hours 

after any ransomware attack.4 The DFS states that it 

recognizes that the degree of board responsibility may vary 

based upon the company’s size with the most stringent 

requirements applicable to “Class A Companies” (generally, 

larger companies by revenue and/or employee base). The 

Second Amendment also sets forth a litany of enforcement 

actions available to the DFS, including fines, penalties and 

other sanctions, depending upon the regulator’s assessment 

of the violation(s) and the covered entity’s compliance 

efforts. The Second Amendment is subject to a 60-day 

review and comment period as of the date of its publication 

(November 9, 2022). 

The EyeMed settlement reflects a recent trend of increased 

regulatory actions5 and scrutiny following data breaches. 

Accordingly, businesses have been paying thousands, and in 

the case of EyeMed and others, millions of dollars to resolve 

data breach regulatory investigations, and such costs are on 

top of expenses incurred from the cyberattacks themselves 

(e.g., digital forensic and other consultant fees, ransom 

payments). The settlement underscores the importance of 

companies proactively implementing comprehensive 

security controls and frequently assessing the quality of their 

information security programs.  

With any questions, please contact Bob Ansehl. 

 

 

 

Upcoming Event 

Retirement Plan Roundup: Recent Legal Developments & Best Practices Session 4: Legislative Update 

Wednesday, December 14, Noon – 1 p.m.  

In our final session of this webinar series, David Whaley and Stephen Penrod will examine any retirement plan legislation 

passed by Congress this year, including potential legislation based on the Securing a Strong Retirement Act of 2022, 

Retirement Improvement and Savings Enhancement to Supplement Healthy Investments for the Nest Egg Act, and the 

Enhancing American Retirement Now Act.  

Please register online. Questions? Contact Diane Weber at Diane.Weber@ThompsonHine.com.  

 

  

 
4 Although the proposal would not prohibit the payment of ransom in order to effect the release of critical data or information, a covered entity 
would be required to advise the DFS if and why it made a ransom payment, which alternatives were considered, and how and what implications 
were assessed. 
5 Among others, recently the DFS imposed significant fines and other sanctions on Carnival Cruise Companies and Robinhood Crypto, LLC. 

https://www.thompsonhine.com/professionals/robert-ansehl/
https://register.gotowebinar.com/register/3280991500285886991
mailto:Diane.Weber@ThompsonHine.com
https://www.dfs.ny.gov/system/files/documents/2022/06/ea20220623_carnival_co.pdf
https://www.dfs.ny.gov/system/files/documents/2022/08/ea20220801_robinhood.pdf


Business Law Update Fall 2022 
 
 

 

 6 

 

Environmental/ESG 

Rise in Greenwashing Cases: What Companies Need to Know 
By Tanya C. Nesbitt

What Is Greenwashing?  

Broadly speaking, “greenwashing” is an umbrella term that 

describes companies marketing their products or practices 

as being sustainable or environmentally friendly in ways that 

may be unsupported by data or perceived as misleading or 

even false. The term greenwashing was originally coined by 

environmentalist Jay Westerveld in 1986, when he criticized 

the hotel industry’s “save the towel” movement as 

misleading. Westerveld argued that the industry’s true goal 

was not to reduce waste and help protect the environment, 

but to minimize the cost of washing towels. 

Greenwashing suits are often led by environmentally 

conscious consumers who wish to expose businesses they 

believe are misleading consumers with hollow 

representations about their commitments to sustainability. 

No industry is immune from suit, either. These lawsuits 

target industries ranging from agribusiness to oil and gas. 

Greenwashing cases have been filed in both state and 

federal court and have included claims of unfair and 

deceptive trade practices, fraud, false advertising and 

nuisance. 

As consumers continue to focus on climate change and its 

effects, and the demand for sustainable practices grows 

through corporate environmental, social and governance 

(ESG) initiatives, we anticipate that these types of lawsuits 

will continue to increase. 

What Drives Greenwashing?  

The results of a 2018 McKinsey & Company study show that 

generational attitudes and beliefs—particularly those 

prevalent among Generation Z (roughly, those born between 

1997 and 2012)—indicate that consumers increasingly prefer 

to patronize companies they perceive to be ethical. Gen Z 

expects brands to be socially conscious and to formulate 

proactive and effective action on climate. These consumer 

expectations may tempt companies to greenwash in the 

hopes of remaining competitive with consumers.  

Some companies have been sued even though their 

corporate sustainability statements were not intentionally 

misleading. Greenwashing can occur because of the lack of 

corporate and legal oversight, and many companies simply 

lack the knowledge and supporting data to make any 

promises about the effects of their sustainability efforts.  

Recent Greenwashing Lawsuits 

Companies are most vulnerable to accusations of 

greenwashing in their advertising and promotional materials. 

One class action filed just last month in a federal court in 

New York alleges that the manufacturer of a bottled water 

brand labels its products “carbon neutral,” even though the 

manufacturing process releases carbon dioxide. The 

complaint, which is currently backed by a single plaintiff, 

alleges that customers would not have purchased the 

products had they known that their labels were false. The 

plaintiff also contends that the manufacturer fails to provide 

any support or explanation for its statement that the 

product is carbon neutral. The lawsuit includes claims under 

California and New York consumer laws of unfair deceptive 

trade practices and false advertising, breach of express and 

implied warranty, unjust enrichment and fraud. The plaintiff 

currently seeks additional nationwide plaintiffs to join the 

class.  

A second recent lawsuit also shows that greenwashing 

plaintiffs are becoming increasingly creative and have their 

sights set on the utility industry. On August 4, 2022, several 

plaintiffs accused a Washington, D.C. utility company of 

violating District of Columbia consumer protection laws by 

allegedly misinforming customers about the effects of 

methane gas. The suit contends that the company’s 

promotional materials discuss the environmental benefits of 

natural gas but fail to disclose that methane gas contributes 

to the current climate crisis and global warming. The suit is 

https://earth.org/what-is-greenwashing/
https://corpgov.law.harvard.edu/2022/03/03/the-rise-of-climate-litigation/
https://www.mckinsey.com/industries/consumer-packaged-goods/our-insights/true-gen-generation-z-and-its-implications-for-companies
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currently pending in the Superior Court of the District of 

Columbia. 

Local governments are also joining in the chorus. At least 20 

states, cities and counties around the United States have 

filed suit against the fossil fuel industry for allegedly failing 

to disclose connections between its products and climate 

change. The most recent suit was filed last month by the 

state of New Jersey in state court against five oil companies 

and a trade association. The state of New Jersey alleges that 

these defendants “continue to peddle climate 

misinformation” to the public in the face of contrary 

information about the effects of fossil fuels and greenhouse 

gases on climate change. The suit includes the following 

causes of action: failure to warn, negligence, impairment of 

public trust, trespass, public nuisance, private nuisance and 

violations of the New Jersey Consumer Fraud Act.  

Recent 

greenwashing 

allegations have 

also reached the 

fashion industry. 

On November 3, 

2022, two 

named plaintiffs 

on behalf of a 

class action sued a multinational fashion brand under both 

Missouri and California state consumer protection laws for 

unlawful, unfair and fraudulent business practices. The 

complaint also included state law claims of unjust 

enrichment, negligent misrepresentation and fraud. 

Plaintiffs allege that they purchased household products 

from the fashion brand’s sustainable clothing line which 

comprises materials that are not environmentally friendly 

and are primarily made of recycled polyester. As part of their 

requested relief, plaintiffs are seeking an order requiring the 

fashion brand to “undertake a corrective advertising 

campaign.” The suit is currently pending in the U.S. District 

Court for the Eastern District of Missouri.  

Mitigation Measures to Consider 

To minimize the risk of a greenwashing lawsuit, consider the 

following:  

 Speak the truth. Or, at most, only the truth that you can 
support with data or other evidence. If the available 
data does not support potential sustainability 
statements, remove them from company advertising, 
promotional materials and disclosures.  

 Stay on top of the Federal Trade Commission’s (FTC) 
most current Green Guides, which provide guidance on 
the use of environmental marketing claims. The FTC 
may issue a revised version before year end. For now, 
companies should avoid vague terms like “eco-friendly,” 
“all natural,” and “sustainable.” Instead, properly 
quantify carbon offsets and carefully document claims 
about compostability, degradability and recyclability.  

 Have a lawyer review corporate sustainability 
statements on an ongoing basis and include these 
reviews as part of company-wide corporate audit 
programs.  

 Implement a suite of mitigation measures—not just one. 
For example, obtaining a certification from a third party 
that your business operation is sustainable is unlikely to 
serve as a basis for dismissing a complaint.1  

What’s to Come?  

Previously, federal courts largely declined to exercise 

jurisdiction over greenwashing consumer protection claims 

and instead remanded the cases to state court. This trend 

seems to be changing as more plaintiffs are initially filing 

their claims in federal court. We anticipate that we will start 

to see more of these cases proceed to discovery and 

produce settlements and decisions on the merits that will 

create a new body of case law. The current trends suggests 

that we will continue to see more of these lawsuits as 

consumers and governments seek to challenge the 

sufficiency of corporate ESG programs.  

Stay tuned for updates on what is happening in this space. 

Please contact Tanya Nesbitt with any questions. 

  

 
1 Usler v. Vital Farms, Inc., No. A-21-CV-447-RP, 2022 WL 1491091 (W.D. Tex. Jan. 31, 2022) (allowing lawsuit to proceed even though defendant 
had received Humane Farm Animal Care certification for its egg farm operations). 

https://www.ftc.gov/news-events/topics/truth-advertising/green-guides
https://www.thompsonhine.com/professionals/tanya-c-nesbitt/
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Foreign Investment 

Biden Issues Executive Order to Focus the Consideration of National Security Factors in the CFIUS Review Process 
By Francesca M.S. Guerrero, Samir D. Varma, Scott E. Diamond* and Aaron C. Mandelbaum** 

On September 15, 2022, President Biden issued Executive 

Order (E.O.) 14083 to elaborate upon existing statutory 

factors and include additional national security factors the 

Committee on Foreign Investment in the United States 

(CFIUS or “Committee”) must consider in its review process 

of a covered transaction. The E.O. does not change the 

Committee’s review process or legal jurisdiction. It does 

highlight and focus key national security factors already 

established in CFIUS’ authorizing statute (see Section 721 of 

the Defense Production Act of 1950, as amended) that must 

be closely examined.  

Ensuring U.S. Supply Chain Resiliency 

The E.O. mandates CFIUS to consider the foreign 

investment’s “effect on supply chain resilience and security” 

as well as how the foreign investment will impact U.S. 

technological leadership, especially in manufacturing 

capabilities services, critical mineral resources, and 

technologies. CFIUS should consider “the degree of 

involvement” by a foreign person who is a party to the 

covered transaction to minimize dependency on that foreign 

person. Consequently, CFIUS must analyze not only the 

concentration of ownership or control the foreign person 

has in a given supply chain, but also whether the covered 

transaction may undermine the resilience and security of 

supply chains that are critical to national security. The E.O. 

further mandates the Committee to consider a foreign 

person’s third-party ties to other foreign persons or foreign 

governments to reduce the risk of a third-party beneficiary 

using the transaction to threaten or impair U.S. national 

security. 

Protecting U.S. Technological Leadership 

The E.O. charges CFIUS to evaluate the covered transaction’s 

effect on U.S. technological leadership in key sectors where 

national security could be threatened including, but not 

limited to, microelectronics, artificial intelligence, 

biotechnology and biomanufacturing, quantum computing, 

advanced clean energy (e.g., battery storage and hydrogen), 

climate adaptation technologies, critical materials (e.g., 

lithium and rare earth elements) and elements of the 

agriculture industrial base that have implications for food 

security. The E.O. also addresses whether a foreign person in 

a covered transaction has relevant third-party ties that might 

cause the transaction to pose a threat, and whether a 

covered transaction “could reasonably result in future 

advancements and applications in technology” that have the 

potential to undermine national security.  

Incremental Investment Risks 

The E.O. directs CFIUS to consider any “incremental 

investments” made over time by a foreign person in the 

same, similar or related U.S. sectors or industries as the 

covered transaction. It notes that a cumulative review of 

investment trends not only allows CFIUS to contextualize the 

individual transaction considering the aggregate, but also 

enables the Committee to analyze the gradual ownership or 

control by a foreign person of critical infrastructure, assets, 

resources or technologies within key industries. Assessing a 

foreign person’s historical investments will also permit CFIUS 

to consider the national security implications if such 

transactions involve possibly harmful technology transfers.  

Assessing Cybersecurity Risks 

The E.O. requires CFIUS to consider any cybersecurity risks, 

such as cyber intrusions or the introduction of malicious 

cyber-enabled activity, posed by a covered transaction. For 

example, CFIUS must factor whether a foreign investment 

will “exacerbat[e] or creat[e] new cybersecurity 

vulnerabilities,” including cyberactivity designed to affect 

the outcome of any election, the operation of critical U.S. 

infrastructure like smart grids, the defense industrial base or 

the confidentiality, integrity or availability of U.S. 

communications. The E.O. also tasks CFIUS to identify and 

assess how information databases and systems may be 

threatened by the covered transaction. Finally, CFIUS must 

https://www.govinfo.gov/content/pkg/FR-2022-09-20/pdf/2022-20450.pdf
https://www.govinfo.gov/content/pkg/FR-2022-09-20/pdf/2022-20450.pdf
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consider the cybersecurity posture, practices, capabilities 

and access of the foreign person, or their relevant third-

party ties, who might take actions or conduct cyber intrusion 

activities that could threaten or impair U.S. national security. 

Safeguarding Sensitive Information and Personal Data 

In acknowledging increasing national security concerns 

surrounding personal data and recognizing data as an 

increasingly powerful tool for surveillance, tracing, tracking 

and targeting of individuals or groups of individuals, the E.O. 

mandates CFIUS to consider whether a covered transaction 

involves a U.S. business retaining large data sets that may 

“expose, directly or indirectly, personally identifiable 

information, genetic information, or other sensitive data of 

United States citizens.” The E.O. requires CFIUS to consider 

the risks posed by any foreign investment or control, 

especially if a U.S. business (1) has access to the health, 

digital identity or other biological data of a U.S. person or 

sub-population of individuals, or (2) possesses sensitive data 

that can identify or be de-anonymized to distinguish a U.S. 

person or sub-population of individuals for subsequent 

exploitive, tracing or targeting purposes.  

Next Steps for Foreign Investors Making Investments in the 

United States 

The E.O. introduces new challenges for foreign businesses 

and investors preparing to invest in the United States. It 

deepens the focus on specific national security factors to be 

reviewed, articulates the precise meaning of these factors 

and obligates CFIUS to incorporate this refurbished and 

more robust list of factors in its review process. Although the 

E.O. does not dramatically change the overall national 

security considerations, it is likely to lead to additional 

questions and requests for information during the CFIUS 

review process. 

Thus, foreign entities contemplating an investment in the 

United States should seek legal advice pertaining to any 

transaction to identify national security concerns early in the 

transaction process. This is of particular importance for 

foreign persons who intend to invest in sectors or industries 

within U.S. supply chains that have consequences for U.S. 

national security, or for foreign persons that are repeat 

investors seeking to procure greater market share within 

sectors or industries in U.S. supply chains that have 

consequences for U.S. national security. 

With any questions, please contact Francesca Guerrero, 

Samir Varma, Scott Diamond* or Aaron Mandelbaum**. 

* Scott is a senior legislative and regulatory policy advisor in the 

International Trade group. He is not licensed to practice law. 

** Aaron is a law clerk in the International Trade group. He is not 

admitted to the practice of law. 
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Labor & Employment 

In the Weeds: Marijuana Legalization and Drug Testing at Work 
By Nancy Barnes, M. Scott Young and Hannah E. Caldwell

Drug testing has been a staple of the hiring process for 

decades. But, as states legalize and decriminalize marijuana 

at a rapid pace, many businesses may be required to 

abandon the status quo and revise rigid substance abuse 

policies and drug testing practices. The web of state and 

federal statutes governing marijuana use – both medical and 

recreational – remains in flux. As of November 2022, 38 

states have legalized medical marijuana, and 19 states have 

legalized its use for recreational purposes, with more states 

poised to follow suit. In most – but not all – of those states, 

applicants and employees can be denied a job or fired for 

using cannabis in their free time, even if the employee is 

never impaired at work. Recent and proposed legislation, 

however, reveals changes on the horizon. If your company 

does business in a state that has legalized marijuana use 

under state law, for medical or recreational use, then now is 

a good time to revisit existing workplace drug policies.  

To Test or Not to Test? 

Federal contractors and businesses that employ certain 

regulated professionals in safety-sensitive positions are 

required to test workers for marijuana. Other employers 

have a choice. There is no comprehensive federal law that 

regulates drug testing for most jobs in the private sector, 

and private-sector employers are free to decide whether, 

and under what circumstances, to administer drug tests for 

most job positions. They might decide to drug test workers 

as part of the hiring process, randomly, after an accident, or 

if they suspect a worker is under the influence of drugs on 

the job. Whether a business is required to perform drug 

testing or chooses to implement its own policy, key aspects 

of the program will be governed by a maze of jurisdiction-

specific legislation: 

 When can an employer administer a drug test? 

 What kind of drug test can be used? 

 What happens if an employee or candidate tests 
positive? 

 Can employment be denied or terminated on the basis 
of a drug test result? 

 What is required with respect to an employer’s workers’ 
compensation program, and will a change affect its 
premiums? 

 What are the liability risks? 

The answers vary by state. Because there is no 

comprehensive federal drug testing law for most jobs, the 

field is open to sometimes conflicting state regulation, and 

many states have enacted provisions imposing drug testing 

restrictions of various kinds. Some limit testing to 

"reasonable suspicion" or "probable cause" situations. 

Others explicitly authorize random testing under certain 

circumstances. Accordingly, employers that need or want to 

continue testing or disciplining employees for marijuana use 

must consider the applicable state laws. Even in states 

where marijuana use is legal, statutes and court decisions 

may provide different workplace protections or restrictions 

on employer action. While most states still allow employers 

to test and discipline employees for cannabis use, whether 

on or off duty, the body of law on this issue is rapidly 

evolving.  

Are You High Right Now? 

Some states appear to be treating cannabis like alcohol, 

protecting off-duty use while affording employers the ability 

to implement and enforce cannabis-free workplaces. 

For example, California’s AB 2188, applicable to those who 

live and work in California, protects the rights of recreational 

marijuana users outside work and at times when marijuana 

use will not affect their work performance, like on their days 

off. Signed into law by Governor Newsom on September 18, 

2022, the law amends the California Fair Employment and 

Housing Act to make it unlawful to discriminate against an 

applicant or employee who has engaged in the lawful use of 

marijuana outside of work. The law, which takes effect on 

January 1, 2024, prohibits employers from relying on tests 

that measure only cannabis metabolites rather than active 

https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=202120220AB2188
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tetrahydrocannabinol (THC) – the chemical component in 

marijuana that has psychoactive properties – because 

cannabis metabolites would not demonstrate that the 

individual was impaired at the time of the test. The law will 

not prohibit employers from taking action against employees 

or applicants who test positive on a test that relies on the 

presence of active THC, or alternatively, “impairment tests, 

which measure individual employees against their own 

baseline performance,” to determine if workers are 

impaired. Conversely, Ohio law, as an example, permits an 

employer to terminate an employee for use of marijuana 

otherwise legal under state law, making it a just cause 

termination, where that employee is also denied 

unemployment benefits if the employee is terminated 

pursuant to the employer’s drug-free workplace policy (Ohio 

Revised Code 3796.28). The type of legislation in California 

shifts focus from general use to workplace use, where in that 

case employers may need to reconsider what kind of tests 

they rely upon to make cannabis-related employment 

decisions. For example, hair and urine specimens measure 

cannabis that is not metabolically active, while certain 

saliva/oral fluids and blood tests can measure the 

psychoactive THC components in the individual’s system at 

the time of the test.  

Next Steps 

The complex and evolving laws regarding workplace drug 

testing may tempt employers to set aside marijuana testing 

altogether. But workplace drug testing can help employers 

identify issues that might make it difficult for job candidates 

and employees to do their jobs safely with respect to 

themselves and other employees, and when used 

appropriately, employment drug screenings help to prevent 

on-the-job drug use and reduce the risk of liability. The key is 

determining what type of drug testing policy is best for a 

particular business. What might be effective for an office 

environment may not work for a manufacturing facility, and 

employers may require pre-employment marijuana testing 

for some applicants but not others, depending on the 

positions’ relative safety-sensitivity. Thus, for businesses 

with employees in multiple roles or multiple states, a blanket 

nationwide drug testing policy may not be the best solution.  

Moreover, legalization efforts still generally permit 

employers to enact policies prohibiting substance use and 

impairment while on the job. Proving an employee is “under 

the influence” is becoming a critical component of drug 

testing policies and has led to an increase in customized 

workplace policies when there is a reasonable suspicion that 

an employee is under the influence while working. 

Implementation of this policy requires training human 

resources professionals and management, who are typically 

required to administer the program, on signs of impairment, 

proper documentation of those signs and testing 

procedures, and then robust communication of the program 

to employees to promote awareness and transparency. 

While a reasonable suspicion testing program should be an 

integral component of a substance abuse policy for any 

employer, it is especially critical where pre-employment 

marijuana testing has been eliminated or where there are 

limitations on the use of a positive result. 

Updating Testing Policies 

Despite marijuana's complicated legal status, businesses can 

take several steps to respond to evolving marijuana 

legislation while remaining both competitive and compliant. 

Employers should develop and disseminate a written policy 

for employees that outlines the specifics of the testing 

program, including which positions require testing, when 

testing will be conducted, consequences of failed tests, and 

accommodations that may be considered; this includes 

establishing an impairment or reasonable suspicion testing 

program if appropriate. Employers with a workplace drug 

testing process reliant on detecting nonpsychoactive 

cannabis metabolites for the purpose of hiring, firing or 

setting a condition of employment or discipline may also be 

required to update their policy in the future. Businesses 

must also ensure that employees are aware of the policy, 

and that managers and HR professionals understand the 

procedures, can identify signs of substance impairment, and 

know how to effectively respond to such circumstances.  

Please contact Thompson Hine’s Labor & Employment team 

has practical experience in this area and can assist clients 

with revising or establishing effective and compliant drug 

testing policies. With any questions, please contact Nancy 

Barnes, Scott Young or Hannah Caldwell. 
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