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Artificial Intelligence, Personal Data, and Developments in U.S. Law 

 
 
Artificial Intelligence (AI) is concerned with creating and utilizing computer systems to 
replicate or simulate human intelligence. Positioned as having the capabilities to transform or 
revolutionize sectors, public and private investment in AI is rising, with the US AI spending 
forecasted to reach 120 billion dollars by 2025. As AI technology proliferates across industries, 
societal concerns emerge when these systems rely on personal data processing to function.   
 
Personal Data-Driven AI Sectors 
 
The following examples highlight sectors and uses where AI relies heavily on personal data: 
 

• Education: supports student learning and assessments, including exam proctoring and 

curriculum delivery 

• Retail: enables customer tracking programs for analyzing customer movements, 

augmented customer service agents, expert shopping advisors, and product 

recommendations based on browsing data 

• Finance: facilitates making loan decisions with more granular data about borrowers 

• Manufacturing: security products such as access control or surveillance of premises and 

monitoring compliance procedures, including implementing COVID-19 social distancing 

rules 

• Human resources management: facial analysis during recruitment interview and 

products and services for workplace management 

Artificial Intelligence Privacy Challenges 
 
The ongoing multidistrict legal battle Clearview AI faces spotlights some privacy tensions 
surrounding the implementation and use of personal data-intensive AI products and services. 
Plaintiffs allege Clearview collects and stores biometric data of Illinois residents without their 
knowledge and consent in violation of Illinois Biometric Information Privacy Act (BIPA). They 
further contend the company sells access to the technology to law enforcement and private 
companies. Clearview uses artificial intelligence to extract biometric data to build and maintain 
a facial recognition database populated by scraping photos from the Internet. The database 
enables third parties to learn the identity of an unidentified person by uploading and 



 

 

comparing a photo against the images in the database. Clearview defends its practices as 
protected speech under the First Amendment and by asserting the company falls within BIPA’s 
government contractor exemption because the company licenses its technology only to law 
enforcement and has deleted private sector customers. 
 
In addition to the issues the Clearview case and BIPA raise about data subjects’ knowledge of 
and consent to facial recognition technology, other AI challenges include promoting 
transparency into organizations AI practices, eliminating biases and discrimination in predictive 
models and datasets, and otherwise promoting responsible AI principles such as 
accountability, purpose specification and collection limitation.  
 
US Artificial Intelligence Policy  
 
To address the privacy concerns discussed above, policymakers in the US have adopted a 
multiprong strategy, which includes: (1) trying to create a better understanding of AI (2) 
enacting and enforcing privacy legislation and (3) enacting legislation specifically regulating 
AI. 
 
Better understanding of the AI 
 
There is much left to learn and explore about AI. Therefore, it is prudent that lawmakers seek 
to better understand the technology as part of the policymaking process. The federal 
government is actively involved in efforts to fund AI innovations and promote ethical and 
responsible AI standards. For example, the National Institute of Standards and Technology 
(NIST) is tasked with developing standards to manage risks associated with artificial 
intelligence. At the state level, Alabama established a council to review and advise the 
Governor, the legislature, and other state stakeholders on the use and development of AI in 
the state. Focusing on career-readiness, Mississippi enacted a law directing the State 
Department of Education to implement K-12 computer science curriculum with artificial 
intelligence and machine learning instruction among the key components.  
 
Privacy Legislation 
 
Existing federal and state privacy are relevant to AI and personal data. Sector-specific laws 
including the Health Insurance Portability and Accountability Act HIPAA, the Children’s Online 
Privacy Protection Act (COPPA), and the Gramm-Leach-Bliley Act, require consumers receive 
notice about how their data is used. California’s new privacy agency is tasked with issuing 
regulations that will require businesses to provide consumers with meaningful information 
about the logic involved in automated decision-making processes, a description of the likely 
outcome of the process with respect to the consumer, and the right to opt out. Virginia and 
Colorado’s new privacy laws will also require businesses to offer an opt out for certain 
automated processing of consumers’ data.  
 
AI-Specific Legislation 
 
State and local governments are addressing biases and the use of AI in the employment 
context. For instance, Illinois enacted the Artificial Intelligence Video Interview Act law which 
requires employers who use artificial intelligence technology to conduct video interviews to 
notify applicants about how AI works and obtain the applicant’s consent.  Maryland requires 

https://www.nist.gov/topics/artificial-intelligence/ai-standards/workshop-federal-engagement-ai-standards


 

 

applicant’s consent when employers use facial recognition tools during job interviews. At the 
local government level, New York City passed a law that bans City employers from using 
automated employment decision tools to screen job candidates unless the technology has 
been subject to a “bias” audit in the year before use of the tool. A Colorado law targeting 
insurers prohibits them from using any external consumer data, information sources, and 
algorithms to unfairly discriminate against protected classes.  
Lastly, at least seventeen states have introduced AI-related bills signaling lawmaker’s concern 
about the technology.    
 

 
Resources 
 

• Clearview Asserts Its Facial Data Photo Scrapes Are Legal  

• Landscape of Start-Ups Developing Facial Recognition: Analysis and Legal 

Considerations 

• Spending on Artificial Intelligence Solutions Will Double in the United States by 2025, 

According to a New IDC Spending Guide 

• Applicability of Artificial Intelligence in Different Fields of Life 

• How artificial intelligence is transforming the world 

• National AI policies & strategies  

• AI Risk Management Framework 

• Legislation Related to Artificial Intelligence 

• Privacy and responsible AI 

• Legal Requirements for Mitigating Bias in AI Systems 

 

 
Breaking Down the Algorithmic Accountability Act of 2022 

 
On February 3, 2022, Representative Yvette Clark, Senator Ron Wyden, and Senator Cory 
Booker reintroduced the Algorithmic Accountability Act of 2022. After an unsuccessful attempt 
to introduce the Act in April 2019, the sponsoring members spoke with experts, advocacy 
groups and other stakeholders before updating the Act to its current version. The Act now 
clarifies what types of algorithms and companies are covered, emphasizes consumer impact at 
the forefront, and provides more details on how to structure reports.  

 
The Act seeks to bring transparency and oversight to software and algorithms that are used to 
make critical decisions. Recent investigations have shown that automated decision-making 
software and algorithms have resulted in significant bias towards particular groups of people. 
For example, one report revealed that an automated prescription system was denying patients 
access to their pain medications because it inadvertently counted the patient’s pet medication 
to belong to the owners. Another report exposed that a poorly designed automated mortgage 
system began denying loans to previously approved applicants and disproportionately denied 
people of color. In 2018, it came to light that Amazon’s employment algorithm preferenced 
male candidates because the algorithm was based off historic employment data. This data 
inadvertently considered “male” as a superior qualification due to historic data from time 

https://www.law360.com/cybersecurity-privacy/articles/1474114/clearview-asserts-its-facial-data-photo-scrapes-are-legal-?nl_pk=19122dce-ec9c-4645-8ddf-a6e1a8cc0528&utm_source=newsletter&utm_medium=email&utm_campaign=cybersecurity-privacy
https://ai-regulation.com/frlandscape/
https://ai-regulation.com/frlandscape/
https://www.idc.com/getdoc.jsp?containerId=prUS48958822
https://www.idc.com/getdoc.jsp?containerId=prUS48958822
https://www.ijser.in/archives/v1i1/MDExMzA5MTU=.pdf
https://www.brookings.edu/research/how-artificial-intelligence-is-transforming-the-world/
https://oecd.ai/en/dashboards
https://www.nist.gov/itl/ai-risk-management-framework
https://www.ncsl.org/research/telecommunications-and-information-technology/2020-legislation-related-to-artificial-intelligence.aspx
https://iapp.org/news/a/privacy-and-responsible-ai/
https://www.wsgrdataadvisor.com/2022/02/legal-requirements-for-mitigating-bias-in-ai-systems/
https://www.wsgrdataadvisor.com/2022/02/legal-requirements-for-mitigating-bias-in-ai-systems/


 

 

periods where the gender gap was more pervasive.  The sponsoring members of this Act have 
stressed that bias against protected classes of people is a concern that requires proactive 
measures regarding automated systems. Senator Wyden, in explaining the danger of such 
systems stated, 

 
If someone decides not to rent you a house because of the color of your skin, 
that’s flat-out illegal discrimination. Using a flawed algorithm or software that 
results in discrimination and bias is just as bad. Our bill will pull back the curtain 
on the secret algorithms that can decide whether Americans get to see a doctor, 
rent a house or get into a school. Transparency and accountability are essential 
to give consumers choice and provide policymakers with the information needed 
to set the rules of the road for critical decision systems. 
 

The Act seeks to prevent these harms by directing the “Federal Trade Commission to require 
impact assessments of automated decision systems and augmented critical decision 
processes, and for other purposes.” Senator Wyden’s website provides a summary of the main 
actions of the Bill as follows: 

 
• Provides a baseline requirement that companies assess the impacts of automating critical 

decision-making, including decision processes that have already been automated.  
• Requires the Federal Trade Commission (FTC) to create regulations providing structured 

guidelines for assessment and reporting.  
• Ensures the responsibility for assessing impact by both companies that make critical 

decisions and those that build the technology that enables these processes.  
• Requires reporting of select impact-assessment documentation to the FTC.  

• Requires the FTC to publish an annual anonymized aggregate report on trends and to 
establish a repository of information where consumers and advocates can review which 
critical decisions have been automated by companies along with information such as data 
sources, high level metrics and how to contest decisions, where applicable.  

• Adds resources to the FTC to hire 50 staff and establishes a Bureau of Technology to 
enforce this Act and support the Commission in the technological aspects of its functions. 

The Algorithmic Accountability Act, if passed, could help establish safeguards around the use 
of automated systems to limit and hopefully prevent algorithmic bias before such systems are 
implemented. As stressed by the sponsoring members of the Act, absent this legislation it is 
possible that automated systems could continue to exert bias in a way that would be illegal 
had an individual person acted the same way. 
 
 
Resources 
 

• https://www.wired.com/story/opioid-drug-addiction-algorithm-chronic-pain/ (explaining how a 
prescription drug database inadvertently counted pet prescriptions as their owners causing the 
owners to be denied prescription drugs). 

• https://themarkup.org/denied/2021/08/25/the-secret-bias-hidden-in-mortgage-approval-
algorithms (explaining how a mortgage algorithm caused previously approved people to be 
denied mortgage loans) 

https://www.wired.com/story/opioid-drug-addiction-algorithm-chronic-pain/
https://themarkup.org/denied/2021/08/25/the-secret-bias-hidden-in-mortgage-approval-algorithms
https://themarkup.org/denied/2021/08/25/the-secret-bias-hidden-in-mortgage-approval-algorithms


 

 

• https://www.aclu.org/blog/womens-rights/womens-rights-workplace/why-amazons-
automated-hiring-tool-discriminated-against (explaining how Amazon’s hiring algorithm was 
preferencing male candidates over female candidates). 

• https://www.wyden.senate.gov/imo/media/doc/2022-02-
03%20Algorithmic%20Accountability%20Act%20of%202022%20One-pager.pdf (Senator 
Wyden’s one page summary of the Algorithm Accountability Act). 

 

https://www.aclu.org/blog/womens-rights/womens-rights-workplace/why-amazons-automated-hiring-tool-discriminated-against
https://www.aclu.org/blog/womens-rights/womens-rights-workplace/why-amazons-automated-hiring-tool-discriminated-against
https://www.wyden.senate.gov/imo/media/doc/2022-02-03%20Algorithmic%20Accountability%20Act%20of%202022%20One-pager.pdf
https://www.wyden.senate.gov/imo/media/doc/2022-02-03%20Algorithmic%20Accountability%20Act%20of%202022%20One-pager.pdf

