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The recent semiconductor chip shortage has brought to the world's 

attention the amount of computing power present in the modern vehicle. 

As the crisis rolls on, auto manufacturers are being forced to not only 

temporarily shut down factories for extended periods of time, but also to 

produce vehicles without several desirable features to save on chips.[1] 

 

This event highlights the rate at which vehicles are moving from 

horsepower to chip power. Estimates suggest electronics will represent 

45% of the total cost to manufacture a car by 2030.[2] 

 

Features such as adaptive cruise control — which slows down or speeds up 

your car based on the distance to vehicles in front of you — lane-keep assist, automatic 

emergency braking, exit warning systems to protect cyclists, 360-degree cameras and video 

rearview mirrors are likely in the cars sitting on your neighbors' driveways right now. 

 

Some vehicles even come equipped with so-called teen driver technology, a system that 

notifies parents if their child's car is driven over a certain speed, and allows them to disable 

the audio if seatbelts aren't in use, filter out explicit content and set a volume limit on the 

sound system of their child's car. 

 

Such features are in addition to the technology that allows for seamless connections 

between your vehicle and smartphones or the internet. These days, if you told your friend 

they couldn't wirelessly connect their iPhone to your car, they'd look at you like you said the 

engine was powered by steam. 

 

Vehicles will continue to act more like computers than mere modes of transportation in the 

future. 5G broadband cellular networks will allow cars to connect to the outside world and 

send messages between drivers, other cars, traffic lights, pedestrians and emergency 

vehicles within milliseconds, and without any action from the driver. 

 

This latent technology may ultimately lead to the automotive industry's holy grail: fully 

autonomous driving. And all these features are made possible by two things: 

microprocessor-based electronic control units and lines of software code. 

 

Electronic control units are embedded systems in vehicle electronics that control numerous 

functions. Today's vehicles may contain up to 100 of them embedded in the car's body, 

doors, dash, roof, trunk, seats and just about anywhere else the car's designers can think to 

put them.[3] 

 

The amount of code in modern vehicles is also incredible. In 2010, the most advanced 

vehicles had about 10 million lines of code; by 2016, that figure had expanded to roughly 

150 million. By 2030, the number will likely triple.[4] All of this computing power has 

improved consumers' lives — but it has also created cybersecurity risks. 

 

Connectivity Concerns and the State of the Industry 

 

Increased technology and connectivity to cellular networks and the internet create more 

opportunities for hackers. SIM cards, software patches, and wired and wireless smartphone 
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connections all provide openings for malicious code to be introduced into a vehicle's 

software. 

 

Every few weeks, it seems as if hackers are in the news for bringing a large company to a 

standstill — the latest being Colonial Pipeline Co. It is not hard to imagine a similar situation 

where hackers shut down an entire fleet of trucks, or send a fake software update to drivers 

that could compromise some of their personal information. 

 

Unfortunately, cybersecurity does not appear to be keeping pace with the constantly 

evolving technology of today's vehicles. Indeed, in a 2019 survey of 593 professionals 

responsible for contributing to or assessing the security of automotive components, almost 

500 of them confirmed just that.[5] 

 

Fifty-two percent of those same respondents also claimed they were aware of potential 

harm to drivers because of insecure automotive technologies, and 63% thought radio 

frequency technologies — e.g., Wi-Fi, Bluetooth and wireless hot spots — posed the 

greatest cybersecurity risk to vehicles.[6] 

 

Current Regulations and Laws 

 

The U.S. has not yet enacted any specific laws to regulate cybersecurity in vehicles — but 

that doesn't mean it won't soon. 

 

In September 2020, the SELF DRIVE Act was introduced in the U.S. House of 

Representatives, which, had it passed, would have required vehicle manufacturers to have a 

written cybersecurity policy that identifies, assesses and mitigates reasonably foreseeable 

vulnerabilities from cyberattacks or unauthorized intrusions, including false and spurious 

messages and malicious vehicle commands.[7] 

 

Europe has already enacted regulations that require cybersecurity measures to be 

implemented across four distinct disciplines.[8] While it remains to be seen how laws and 

regulations on these issues will be implemented and enforced in this country at the federal 

level, manufacturers in the U.S. must still be aware of liability under traditional common law 

rules of negligence and product liability, as well as state-specific statutes. 

 

For example, in California, plaintiffs have already brought a lawsuit against manufacturers 

alleging they equipped their vehicles with computer technology that is susceptible to being 

hacked by third parties.[9] 

 

While the case was dismissed for lack of evidence of an injury flowing from the potential 

hacking issue, it still prompted California lawmakers to pass an Internet of Things law, that 

requires manufacturers of connected devices to equip their devices with reasonable security 

features to protect the device and any information contained therein.[10] 

 

The law defines "reasonable security features" as features that are (1) appropriate to the 

nature and function of the device; (2) appropriate to the information the device may collect, 

contain or transmit; and (3) designed to protect the device and any information contained 

on the device from unauthorized access, destruction, use, modification or disclosure.[11] 

 

California's law is one of the few binding laws on auto manufacturers in the country, as it 

relates to any manufacturer that creates a physical object that can connect to the internet 

and is assigned an internet protocol address or Bluetooth address. Auto manufacturers must 

remain cognizant of how courts and regulators interpret the definition of "reasonable 



security features" in the future. 

 

How Manufacturers Can Protect Themselves 

 

Proposed and enacted regulations and statutes, along with best practices and 

recommendations from organizations such as the National Highway Traffic Safety 

Administration[12] and the International Standards Organization,[13] provide a framework 

for how companies can safeguard themselves from cybersecurity risks and minimize their 

liability in the event of a breach. 

 

Considering these, manufacturers should: 

• Contemplate cybersecurity risks during the full life cycle of vehicles, and stress from 

the leadership level down the importance of managing cybersecurity risks; 

 

• Periodically reevaluate risks, including conducting penetration tests — simulated 

cyberattacks to check for exploitable vulnerabilities in telematics systems; 

 

• Make appropriate updates to processes and designs due to changes in the vehicle 

cybersecurity landscape, as appropriate; 

 

• Create vulnerability reporting policies and mechanisms; 

 

• Include language in sales agreements and owner's manuals that establishes that an 

owner assumes certain risks during their use and operation of their vehicles — for 

example, manufacturers should require owners to update vehicle software whenever 

an update is available, to reduce the chance of a security breach; 

 

• Ensure suppliers have an obligation to indemnify for any cybersecurity-related claims 

or losses resulting from the supplier's actions or products; 

 

• Carefully consider claims made regarding evolving technology to minimize risk, while 

also including language in contracts with consumers that disclaim implied warranties 

and limit available remedies; and 
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• Consider specific cybersecurity insurance that covers items such as business 

interruption, network damages, costs arising from data destruction and/or theft, 

extortion demands, hacking, denial of service attacks, crisis management activity 

related to data breaches, and legal claims for defamation, fraud, and privacy 

violations. 

 

In addition to these protections, manufacturers should develop and maintain robust 

reporting and documentation policies detailing their cybersecurity actions and preserve 

electronic data from vehicles and their systems. This information will be critical in allowing a 

manufacturer to defend itself should a cybersecurity breach occur. 

 

Conclusion 

 

Cybersecurity policies, laws and regulations are still in their infancy, and it is impossible to 

say just how they will develop over the next five to 10 years. It is safe to assume, however, 

that vehicles are not going to get less technologically sophisticated. Manufacturers must 

take cybersecurity risks seriously and allocate resources toward them. 
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